Abstract. The authenticity of VDR images is facing a severe test due to advanced image processing technology. Aiming at the issue of using copy-move forgery method to cover up the truth of marine accidents in VDR images, a VDR image copy-move blind forensics method is proposed. In the proposed work, the images are decomposed by Bi-dimensional Empirical Mode Decomposition (BEMD), and SURF algorithm is employed to obtain feature point descriptor. Comparisons with the prevailing methods show that the proposed method improves the detection accuracy. Furthermore, it is invariant to any rotation or scaling in the copy-move region.
Introduction
VDR is a kind of apparatus that can record and save the information about the ship before and after the accidents, also called black box [1] . Similar to the function of aircraft black box, when there is a maritime traffic accident, the relevant departments could master the situation in the scene by analyzing and interpreting the information recorded in the VDR system, the then determine the responsibility of the accident fairly [2] .With the rapid development of shipbuilding technology, maritime traffic is increasingly busy, which brings more maritime traffic accidents. Most ships now have installed VDR system to record and store various kinds of images inside and outside the cabin, which are important basis for marine accident investigation. However, mature image processing technology makes it so easy to tamper with image data, and VDR images are likely to be the victims. They are no longer completely true and reliable. Hence, the authenticity of VDR image becomes the key factor of whether the accident investigation results are accurate and whether the law penalty results are fair, which is also an important problem that must be solved in the current VDR application process.
Copy-Move Forgery Model of VDR Image
At present, copy-move is one of the most widely used tampering methods. Copy an existing area R1 in the image and paste it into the target area R2, to cover some of the important objects in the original image or to fabricate a non-existent scene. Simultaneously, in order to make forgery images more real and difficult to identify, modifiers tend to add some geometric operations such as rotation and scaling. The copy-move forgery model of VDR image is defined as follows:
(1) The copied area R1 is a connected area inside the image; (2) There is only one pair of copy-move areas in the image, and there are no overlapping parts of the two regions; (3) The copied area R1 couldn't be too small, at least larger than 1% of the original image; (4) R2 could be obtained by a single rotation or scaling operation or compound operations from R1.
Blind Forensics Algorithm for VDR Image based on Improved SURF
In an image, the feature points reflect the local features of the image, independent of the shape and direction of the region. After copy-move forgery, there will be analogous local areas in the image [3] , correspondingly, there will be matching feature points [4] . Therefore, it is possible to identify the image's authenticity by detecting the feature points that match each other in the VDR image. The basic idea of this method is to detect the matching feature points in the VDR image, then connect them with lines, and finally detect the tampered region to identify the authenticity of the VDR image.
Bi-dimensional Empirical Mode Decomposition (BEMD)
Empirical Mode Decomposition (EMD) is an adaptive signal analysis method proposed by Huang et al [5] . Later, this method is extended to two-dimensional signal that is BEMD, mainly used for image processing [6, 7] .
The decomposition process of BEMD can be explained by Eq. 1: 
Where f(x, y) is the original image, imfi (x, y) is the i-th IMF (intrinsic mode functions) component, and res(x, y) is the residue.
(1) Initialize: r1=I, imf1=I (I is the input image); (2) Determine the largest neighborhood N×N of the decomposition of layer l; (3) Determine all the local extreme points of r1-1, and obtain the maximum point set and the minimum point set; (4) Interpolate between two adjacent extreme points until the distance between them is not greater than N; (5) Find the extreme points in the largest neighborhood until the neighborhood boundary is found, and the local adaptive mean filtering algorithm is used to obtain the mean of the current point; (6) Reconstruct the image h1-1 with all the mean points, and calculate
Repeat (2) to (6) until the given condition is met;
After several experiments and comparative analysis, it is found that the minimum normalized mean square error and the maximum SNR can be obtained when the image is decomposed into five IMF components, and the matching is most efficient. Therefore, this decomposition scheme is applied to this experiment.
SURF Feature Points Detection
Speeded Up Robust Features (SURF) [8] algorithm uses Fast-Hessian matrix determinant to extract SURF feature points. Simultaneously, it introduces integral image, which reduces the computational complexity and improves the speed of detecting feature points.
Integral Image
Eq. 2 shows the definition of integral image. Given an input image I, the integral image of the pixel (i, j) is the sum of the pixel values of all the pixels in the rectangular region which takes the imaginary origin and the pixel (i, j) as vertices. 
Where I(i, j) represents the pixel value corresponding to the pixel (i, j) in image I and I∑ is the integrated image of the image I. After the integral image is obtained, the sum of the pixel values of any rectangular region can be calculated.
Fast-Hessian Matrix
If P(x, y) represents a point in the image, the Hessian matrix H(P, σ) can be defined as a function of P and scale σ, as shown in Eq. 3:
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In the formula, Lxx(P, σ), Lyy(P, σ) and Lxy(P, σ) respectively represents the result that under the scale σ, the second-order partial derivative of the x, y and xy directions is taken for the Gaussian function G(σ) and then convoluted with the original image I. The value of the feature point can be obtained by calculating the Hessian matrix. Where To improve the speed of operation, approximate calculation is often used in practical applications, the determinant can be computed by Eq. 4:
Generate the Feature Point Descriptor
The descriptor of the SURF algorithm is based on the light intensity distribution of the pixels around the feature point. The calculation of the descriptor is divided into two parts. First, find the reproducible principal azimuth, and then calculate the 64-dimensional descriptor in a scale-related window based on this azimuth.
Determine the Principal Azimuth
The purpose of determining the principal azimuth is to achieve the rotation invariance of the image. The steps are:
(1) Take the scale at which the feature point is detected as the sampling pitch s; (2) Let the length of the Haar filter be 4s, and the Haar wavelet response of each sampling point in the x and y directions is calculated in a circle with a radius of 6s centered on the feature point, and then multiplied by a Gaussian coefficient with a standard deviation σ=2s; (3) The sector area with angle π/3 is rotated by a small angle around the feature point, and the Haar wavelet response in the x and y directions is added at each angle to form a new vector. Fig. 1 shows the search process, and the arrow in the sector is the vector of the Haar wavelet response; (4) Compare the size of all vectors, the largest of which is the principal azimuth of the feature points. 
Descriptor Based on Haar Wavelet Response
The feature point descriptor is composed of a parallel and perpendicular Haar wavelet response to the principal azimuth. The following is the procedure for calculating the descriptor, and Fig. 2 is a schematic representation of the SURF descriptor.
(1) Take the feature point as the center, a virtual box with the principal azimuth as the horizontal axis x and the length of 20s is established as the area for calculating the Haar wavelet response.
(2) Divide this virtual box into 4×4 square sub-boxes, each containing 5×5 sample points.
(3) The Haar wavelet response of the 25 sampling points in the x and y directions is calculated using the Haar wavelet filter with the length of 2s and the Gaussian weight coefficient of the standard deviation σ = 3.3s, denoted as dx and dy. 
Algorithm Implementation
The specific steps of the improved SURF algorithm are as follows:
Step 1: Read the input image I;
Step 2: Use BEMD to decompose the image into five IMF components and one residue;
Step 3: Use the SURF algorithm to extract the feature points of the IMF layers and residue layer and generate the feature point descriptor;
Step 4: The descriptors at these feature points are normalized;
Step 5: Convert these points in the original image to the HSI color space, and the HSI vector is also normalized;
Step 6: Calculate the value of the inner product after normalization, and determine whether the value is equal to the preset threshold, if yes, it is assumed that the match is successful;
Step 7: Connect the matching points with lines;
Step 8: Show the detection result image.
Experimental Results
In this experiment, three sets of experimental results are used to illustrate the test results. The three sets of images represent the detection results of copy-move, copy-scaling-move and copy-rotation & scaling-move forgery respectively. In order to illustrate the effectiveness of the proposed method, comparative experiments are conducted between the improved SURF algorithm and the algorithm in [9] and [10] in the same experimental environment. In Fig. 3, Fig. 4 and Fig. 5, (a) represents the original image. (b) represents the copy-move forgery image of (a). (c), (d), and (e) respectively represents the detection results of the algorithm in [9] , [10] and this paper. The connected part of the figure is the detected copy-move source area and target area. Fig. 3(a) is a VDR image of the front deck. By copying the "black freighter" and pasting it into the target area without any geometric transformation, the tampered image Fig. 3(b) is obtained. The detection results are shown in Fig. 3(c) , Fig. 3(d) and Fig. 3(e) , and the statistical results are shown in Table. 1:
Copy-Move Forgery Detection
(c) Result of [9] (d) Result of [10] (e) Result of this paper Figure 3 . The detection results of copy-move forgery. The experimental results show that three algorithms all have good effect on detecting copy-move forgery. But the mismatching rate of the improved SURF algorithm is obviously lower than the first two algorithms, and the accuracy rate is higher. Besides, the irrelevant matching points are fewer than those in [9] and [10] , so the detection effect is better. Fig. 4(a) is a VDR image of the port side, and Fig. 4(b) is a copy-scaling-move forgery image of Fig. 4(a) . Copy the white ship in the middle of Fig. 4(a) , scale it 0.8 times and paste it in the right side of the image, the tampered Fig. 4(b) is obtained. The detection results are shown in Fig. 4(c), Fig. 4(d) and Fig. 4(e) , and the statistical results are shown in Table. After scaling operation, the tampered region can still be detected, and the mismatching rate of this algorithm is still lower than the first two algorithms. Compare to the above experiment, it is found that the number of matching points and mismatching points both have decreased. The number of matching points is determined by the number of feature points, and the number of feature points is affected by the characteristics of the image itself. Therefore, the decline of matching points does not affect the conclusion of this experiment. Fig. 5(a) is a VDR image of the rear deck, and Fig. 5(b) is a copy-rotation & scaling-move forgery image of Fig. 5(a) . Copy the helicopter in Fig. 5(a) , rotate it counterclockwise by 5 degrees and scale it 0.5 times, then paste it in the upper right corner of the image, the tampered Fig. 5(b) is obtained. The detection results are shown in Fig. 5(c), Fig. 5(d) and Fig. 5(e) , and the statistical results are shown in Table. After rotation & scaling operation, the tampered region can still be detected, and the mismatching rate of this algorithm is still lower than the first two algorithms. Table.3 shows that the number of matching points is more in Fig. 5 (e) than it in Fig. 5(c) and Fig. 5(d) . And there are some unrelated feature points near the left wing in Fig. 5(d) , which reduces the accuracy of the detection.
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Conclusions
The reliability and accuracy of this method are verified through the testing of a large number of VDR image data. Some evaluations of this method are as follows:
(1) For the VDR image composed mainly of sea surface, sky and vessels, the method is successful in accurately detecting the forgery region, and the detection success rate is higher compared to the previous detection methods. ( 2) It is also invariant to geometric transformations, such as rotation and scaling. (3) It is found that there is high probability of false matching when there are objects with high similarities in the image, so the robustness of the algorithm has yet to be improved.
(4) This method is only applicable to one-pair copy-move forgery region, so new method is required to be found to detect multiple copy-move forgeries in same image.
